Al AW dant] uelgs

Insurtech Rules

e 2Ly 21280/ 1V /oA Gylig (££0/40/)) @8y Laslell 51,8 Cigay elgall s 38, clidl Huol
S g0t sobiall Gisbaddl crelall iy d Audlie pllas oy S ] Ao gioll malodiall
AVETE/L0/TY iy (¥ /p) By SU agaoll Cmgey Jaall ca)EYE/.1/Y s (YY/p) od)
S8 g 8ysliall Adpaiall dzidy @) EEY/ N /YY aylis (V /) oy (I agaopkl cazgan Jlially

L2VEYO/ Y/ N iy (0371/Y) By AWl i

The Saudi Central Bank (SAMA) has issued these Rules pursuant to the
Governor’s decision No. (1/5/445) dated 08/01/1445H based on powers
vested in SAMA under the Cooperative Insurance Companies Control Law
issued by Royal Decree No. (M/32) dated 02/06/1424H, amended by Royal
Decree No. (M/30) dated 27/05/1434H and amended by Royal Decree No.
(M/12) dated 23/01/1443H, and its Implementing Regulations issued
pursuant to the resolution of the Minister of Finance No. (1/596) dated
01/03/1425H.
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One

The Insurtech Company shall
comply with the Saudi Central
Bank Law, the Cooperative
Insurance Companies Control
Law and its Implementing
Regulation, the Anti-Money
Laundering Law  and its
Implementing Regulation, the
Law on Combating Terrorist
Crimes and its Financing and its
Implementing Regulations, and
the Anti-Money Laundering and
Counter-Terrorism Financing
(AML/CTF) Guide issued by
SAMA, the Electronic
Transactions Law and its
Implementing Regulation, the
Anti-Cyber Crime Law, complying
with requirements related to
information security, Personal
Data Protection Law, along with
the Instructions issued by SAMA
related to the Insurtech Activities,
Financial Consumer Protection
Principles and Rules, and any
relevant laws and regulations.
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Two

The  terms and phrases
mentioned herein shall have the
same meanings stated in the
Implementing Regulation of the
Cooperative Insurance
Companies Control Law. For the
purpose of applying these Rules,
the following terms and phrases,
wherever mentioned herein,
shall have the meanings assigned
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thereto

unless the context

otherwise requires:

a.

SAMA: the Saudi Central
Bank.

Insurance Activities: any
activities that include or result
from transferring burdens of
risks from a person to an
insurance  company  with
obligation to indemnify the
insured against loss or
damage, as well as any other
necessary, complementary or
supporting business.
Insurtech  Activities: any
solutions or services fully
provided or designed by the
use of technology within the
scope of the Insurance

Activities.

Rules: the Insurtech Rules.

Instructions: regulations,

rules, guidelines, principles
and instructions
SAMA.

Insurtech Company: a legal

issued by

person licensed by SAMA to

practice any Insurtech

Activities.

Client: a natural or

person that deals with the

legal

Insurtech Company.

Electronic  Platform: any
electronic means used to
practice Insurtech Activities,
for example, websites or
mobile applications.
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Objectives of the Rules
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Provisions for Practicing and Licensing

Insurtech Activities
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Qualification for Practicing Insurtech

Activities
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For the purpose of practicing the

Insurtech Activities, the Insurtech

Company must comply with the

following:

1) Obtain a prior license to
practice Insurtech Activities
according to the licensing
stages and requirements set
out by the SAMA.

2) Insurtech Activities shall be

practiced by legal persons
only.
3) Availability of  sufficient

knowledge and experience in

the insurance and
technological business.

4) Upon obtaining the initial
license, the Insurtech
Company shall:

a. Commence the licensed

Insurtech Activities within
the period and according to

@Uh‘ “w:“" ‘ JLA.CT ZLAU)LQ-A Q'A‘)-i-l

AN apadl AS,8 e oany el

:S¥b

Zt_w)\.nl Gun oS yS s J}@.’x]‘ A
Boy cAduweld! I Auad) Jleed
Ly @l el aldbaieg J>10e
(S, el

il AW 2uadd) Jlael dles .Y
L onliel (obesl M5 (1o

Jlesl 3 2801 3pzlly 28yall J8le5 ¥
Apatly el

&LJ}M‘MM‘&S)&:’&C R
G Y Gl a0
AL Al Jleel Toglas @ ead! (1
sl O L oaill Al
S U il aoamy &) Log, 21l

Luwlsd)




the conditions specified by

SAMA.
b. Not to market or advertise
the licensed Insurtech

Activities to be conducted
without prior approval from
SAMA.
C. Provide SAMA with a
summary of the Insurtech
operations carried out by
the Insurtech Company, ona
the
application form provided
by SAMA.
d.Report to SAMA,

monthly basis,

monthly basis, via

on a
any risks
discovered, occurred, or
expected while practicing
Insurtech Activities.

SAMA

immediately of any cyber

e. Report to

incidents.

f. Any other requirements set
by SAMA based on Insurtech
Company'’s status.
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Obligations of the Insurtech Company
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Technological Environment-Related
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Obligations
The Insurtech Company shall
develop and operate its

Electronic Platform, and shall
develop standard technological

interfaces to ensure the
following:
1. Electronically exchanging
information and
communicating with the

users of Insurtech Company’s
systems for the purpose of
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exchanging basic  Client

information.

. Enable exchange of data and
information with entities
desired to be linked with.

. Efficient and secured
communication through
encrypted channels in

accordance with the best
practices for all electronic

exchange processes, e.g.
between Insurtech Company
and third party service
provider, and between
Insurtech  Company and
Client.

. Including the technological,
operational and security risks
in the risk profile in addition

to setting and regularly
reviewing precautionary
controls.

. Developing technological
and security incident

response plans to ensure
effective incident
management and business
continuity, and reporting to
SAMA directly in case of
business interruption or
security incidents that are
classified as medium or high
risk, according to the
classification approved the
competent authority.

. Complying with
requirements related to
information security.

. The Insurtech Company shall
take any additional
procedures as required by
the nature of its Activities
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regarding the Electronic
Platform, in order to
preserve the rights of Clients
and to ensure the quality of
services or products.
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Information Accuracy and Maintenance-

Related Obligations
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1.

The Insurtech Company shall
verify the Client’s identity and
validity of the information,
data and documents
submitted by the Client
electronically through using a
reliable source.

. The Insurtech Company shall
keep electronic records of its
Clients’ documents, including
identity documents, in

addition

documents and files of all

to all records,
Insurtech transactions for a
period specified by SAMA.

. While

consideration

taking into
relevant
Instructions, the Insurtech
shall

record for each

Company create an
electronic
Client and set at least the
and

the

following procedures
measures to protect

records of Clients:

a. Verifying the Client's email

b. Establishing

address and phone number.
the
procedures to ensure that the

necessary

information provided is up-to-
date.
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Information Confidentiality Obligations
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1. The Insurtech Company shall

protect and maintain the
confidentiality of the data of
Clients, and shall not disclose
such data to other parties. In
addition, the Insurtech
Company shall not use or
process the data of Clients for
purposes other than the
purposes for which such data
are obtained, unless required
by court or relevant laws and
Instructions.

2. The Insurtech Company shall

take all security measures and

procedures  necessary to
protect  the information
exchanged with Clients

electronically, and shall use the
latest technologies and
programs compatible with the
requirements of competent
authorities to ensure the
protection and soundness of
payments made through the
Insurtech Company’s website.
All  Information exchanged
with Clients electronically shall
be hosted and stored in Saudi
Arabia.

. While observing relevant laws

and Instructions, the Insurtech
Company shall keep backup
copies on an ongoing basis and
ensure the integrity,
functioning and recoverability
of data for a period specified
by SAMA.
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Obligations for Practicing Insurtech

Activities
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. Set

The Insurtech Company shall:
1. Approve the business plan for

the Insurtech activities by a
decision of the Insurtech
Company’s board of directors
or manager or board of
managers after obtaining
SAMA’s non-objection. The
board of directors or manager
or board of managers shall
review such plan annually,
given that SAMA’s non-
objection must be obtained
prior to making any material
change to the Insurtech
Company's strategy that
affects the nature of Insurtech
Activities, its mechanism, the
clients’ right , or the
protection of their data.
SAMA may request re-
evaluation to the business
plan, whenever deemed
necessary.

. Clarify the nature of the

services provided for Clients

through the Electronic
Platform, and shall ensure
that the nature of the
relationship  between the
Insurtech  Company and
relevant parties is clear.

. Publish the licensing

information on its Electronic
Platform.

relevant
acknowledgements for the
review and agreement of
Clients before using the
Electronic  Platform. Such
acknowledgements must be
easy to read and understand.
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5. Clearly disclose on its
Electronic Platform the terms
and conditions of use of the
Electronic Platform, security
instructions, payment
methods, information
confidentiality, any other
instructions related to the use
of the Platform, and all data
that must be disclosed under
law.

6. Provide a feature through its
Electronic  Platform  that
enables Clients to upload
photos and files in the
common file formats and
sizes in accordance with the
type of service provided by
the Insurtech Company to use
the services.

7. Use the two-factor
authentication (2FA) method
to provide the services to
Clients. SMS one-time
password (OTP) shall be used
as one of the 2FA forms. The
Insurtech  Company  shall
electronically notify the Client
once the Client is entitled to
the service.

8. Disclose to the client the
amount or percentage of the
financial consideration
received for providing
Insurtech services.

9. Inform  Clients of any
additional charges or
expenses for any related
services upon providing the
basic service.

10.Obtain the Client's approval
before making any changes to
the terms of disclosure and
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the conditions that a Client
has agreed to initially before
being entitled to the service.
11. Notify Clients in ample time
before the end of the service
if the service is provided for a

fixed-term.
12.Provide a mechanism that
enables Clients to

communicate easily with the
Insurtech Company.
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1. The Insurtech Company shall

observe honesty,
transparency and fairness in
conducting business, and
shall fulfill all of its obligations
to Clients in accordance with
the

agreement

previously established
the
Insurtech Company and the

between

Client and as per relevant
laws and Instructions.
2. The Insurtech Company shall,
within its field of specialty,
the
professional skills and due

use necessary

in
The
Company shall also promote

diligence dealing with

Clients. Insurtech
professional competences
through training and working
with experts in the field. Each
Insurtech Company and its
shall

development of skills and

employees ensure

update of knowledge in their
fields of business.

Wl padl aS,a Jasd of oy )
LelelAd) 2818, a3 Oy Jaeg ddlaig
dede Bl @ bo gy £ Doal oloes
13 oledanlly alall 389 @
A8

s oo adll 35,8 e cmy WY
lady Sleall po Jalazll -Lolimis |
Alie aily LUl Al Shleal
N> e 3:laSN 28y (Je oyl as
@ sl e deally Bpsdly coyudl
Ll 3854 e g (Jlxll Lia
ShLA ssshas (e Aladlall Leabogag
rdlest Jlme 3 4,2l Eauziy

5 ydiladl

12




. The Insurtech Company shall

not discriminate  against
(current or future) Clients
based on race, gender, or
other. The

Company shall also provide

Insurtech
convincing reasons for
refusing, canceling or
discontinuing the providing of

the service.

. The Insurtech Company shall

deal fairly and honestly with
Clients at all stages of
relationship. The Insurtech
Company shall fulfill its
obligations under the laws
and Instructions.

. The Insurtech Company shall

ensure that sufficient

administrative, financial,
operational and  human
resources are maintained to
carry out its business and

serve its Clients.

. The Insurtech Company shall

inform Clients of all relevant
information in a timely
manner so that Clients are
able to make appropriate and
informed decisions by taking
necessary measures to ensure
the accuracy and clarity of the
information  provided to

Clients.

. The Insurtech Company shall

take reasonable measures to
identify and address any
conflicts of interest in order to
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ensure fair dealing with all
Clients. When a conflict of
interest occurs, the Insurtech
Company shall disclose such
conflict to the Client and shall
not unfairly prioritize its
interests over those of the
Client.

. Advertisements of the

Insurtech Company shall not
contain any false, misleading
or negative statements about
any competitors in the
Insurtech business.
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. The Insurtech Company shall

put in place fair, transparent,
and accessible Clients
complaints handling process,
and inform their Clients of the
complaints filing and handling
procedure in accordance with

laws and Instructions.

. The Insurtech Company shall

set a clear mechanism for the
cancelation or withdrawal
from the service by the Client.
Such mechanism shall be
agreed upon by both parties
before providing the service.
The Insurtech Company shall
also establish provisions for
the Client on how to cancel or
withdraw from the service,
along with provisions for
electronically repaying the
Client.
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Control and Supervision

139 2801

Twelve

The Insurtech Company shall:

1.

Obtain SAMA’s  approval
before making any material
change to the documents or
data that have been
submitted when applying for
a license, for example: capital,
partners’ information,
activity.

Not engage in any business or
activities other than the
licensed Insurtech business,

except after obtaining
SAMA’s approval.
Provide SAMA with a

qguarterly report on activity
developments, covering at
least technical and security
environment developments,
volume of transactions,

number of Clients and
number of complaints.

Comply with the internal
policies, procedures and

controls in accordance with
Instructions and any relevant
laws or regulations.

Comply with Know Your Client
(KYC) procedures, identify the
Client, verify the Client’s
identity, through a reliable
source, and document the
Client’s identity.

Set appropriate internal
controls and procedures to
ensure compliance with the
requirements stipulated
herein. In the event that the

Insurtech Company
outsources or contracts with
other parties to provide
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services related to Insurtech
business, the Insurtech
Company shall obtain SAMA’s
approval on outsourcing or
contracting, and shall ensure
that all parties involved
comply with these Rules and
related Instructions.

Notify SAMA immediately of
any material changes or
technological or financial risks
that the Insurtech Company
may face.

Provide SAMA with any
required information or
documents within the period
specified by SAMA.
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General Provisions
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Non-compliance with the
provisions hereof shall be
deemed a violation of the
Saudi Central Bank Law and
the Cooperative Insurance
Companies Control Law, and
the violator shall be subject to
regulatory penalties.

These Rules shall be published
on the official website of
SAMA, and shall come into
force from the date of its
adoption.
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